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OVERVIEW

Spam is overwhelming email systems everywhere. Anti-spam solutions simply are not
keeping up with the changing spam messages that are infesting mailboxes. Spam
hinders the productivity of employees a
industry.

In 2004 Beginfinite released the product GWAVA 3, a software spam filter used on
email servers. GWAVA 3 could correctly identify a good majority of spam. GWAVA 3
used heuristic rules to find and block messages that had spam content. A heuristic
rule is a pattern written in regular expres sion that matches typical spam content in
email. In addition to heuristic scanning, GWAVA 3 also provided plain text filters,
attachment blocking, virus scanning, and a myriad of other features that all worked
together to identify and delete unwanted messa ges from mail systems. GWAVA 3
remained an effective anti -spam solution until mid 2006 when new waves of spam
started to hit mail systems. GWAVA 3 was around 95% effective until these new
waves of spam.

Towards the end of 2006, spammers started to change t heir tactics to include
embedded images in their email messages. These embedded images, which are
nothing more than text converted to GIF images, are able to slip by GWAVA 3
virtually undetected. GWAVA 36s heuri st
the embedded images. Other products have tried to use some OCR techniques to
detect the new spam messages, but the scanning performance is severely crippled
and OCR technology isndét very reliable.
new heuristic rules to stop image spam, but it raises the false positive catch rate of

the spam engine. A false positive is a legitimate message that is blocked.

OCR technology might catch some image spam, but anti-spam technology would only
be effective until spammers changed their tactics. The only good solution is to get
ahead of the spam curve, not simply react to what spammers come up with.

In response to image spam and other new spam messages, Beginfinite has released
GWAVA 4, which utilizes a new auto-adjusting spam engine that will catch image
spam and any other spam messages that may come out in the future. GWAVA 4
should provide a permanent solution to the spam epidemic.

Since GWAVA 438s s p-adjosté is gery mportant thal GWaA 4as

configured proper |l y. I n addition to the proq

must be trained with examples of good and bad messages.

This guide wild!l show how to properly co
stop spam with a high catch rate and a lo w, nearly non -existent, false -positive
percentage.
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SECTIONOVERVIEW

Since GWAVA 438s s p-adjust & is gery important thal GWeAA 4as
configured properly. I n addition to the
must be trained with examples of good and bad messages.

This guide wild/l show how to properly co
stop spam with a high catch rate and a low, nearly non -existent, false -positive
percentage.

Preparation

This section will walk throu gh the steps required to create a mail sorter and
preparing ham/spam guidelines for your organization. These guidelines are critical to
the training process and must be followed closely to get the best results.

Pre-Training Configuration

Before training, G WAVA 4 will run in the default configuration mode. Until the
training process has been completed GWAVA will use this configuration.

GWAVA4Configuration/Training Guide
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Training

The following diagram illustrates the training process.
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This guide outlines how to configure GWAVA to automatically train itself. In the
diagram above the GWAVA Scanner is what will automatically add messages to the

ham and spam corpus.

The other main training source will be the mail sorter (right). The mail sorter will be
a dedicated mailbox that is used to manually sort messages to add to the ham and
spam corpus. The training process will outline how to populate this mailbox and use

it to train GWAVA.

After GWAVA is configured properly little user interaction will be necessary.

GWAVA4Configuration/Training Guide

Your goal of the
training process is to
add mail to the ham
and spam corpus.
GWAVA will do the rest
of the work.
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Post-Training Configuration

GWAVA will automatically switch into a different configuration once you have
supplied enough messages to the spam and ham corpora.

Appendices

The appendices show how t o -spamoptiong.Onleusea |
these options if you are not getting the desired results. You must have a high
familiarity with GWAVA to use these options. Otherwise, it is highly recommended

that you use the recommended configuration found in the post -training configuration
section.

GWAVA4Configuration/Training Guide
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PREPARATION

Before proceeding to the Training section, (1) create ham/spam guidelines and (2)
create a ham/spam mailbox. These preparation steps are not optional.

Ham/Spam Guidelines

Create a clear set of guidelines defining which email messages are ham and which Spam is an unsolicited

are spam. email message that is

Spam is a message that is unsolicited and unwanted. Decide what is considered unwanted.

unwanted for your particular email system. Some examples of spam are stock
messages, prescription medication advertisements, virus infected messages, company
advertisements, and other unwanted messages.

Ham is a solicited
email message that
fulfills business

Ham is a solicited message that fulfills business purposes. Decide what is considered
to be a message that fulfills business purposes. Some examples of ham are invoice
messages, support messages, messages between employeesnessages between

. . purposes.
companies, and other messages relevant to your business.
Once the guidelines are set for your company, follow the guidelines throughout the
training process. Be consistent, and good results will follow. Please write the
guidelines on the lines provided.
Ham:
(e.q. Personal messages, newsletters, student mail, etc. )
Notice that

newsletters are listed
in both examples of
ham and spam; make
the decision on which
types of newsletters
are acceptable for the
company. For example
Dell deals could be
allowed but not
Spam: newsletters from
gamespot.com.

( e.g. unsolicited mail, offensive mail, newsletters, etc. )

If the guidelines are

not completely defined
thatds OK. D
training process these
guidelines become
clearer.
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Create Ham /Spam Mailbox

Create a dedicated mailbox for sorting ham and spam. GWAVA 4 uses the sorted
messages as training sources. A large majority of the training will be done through
this mailbox.

Create a mailbox for the user 0 GYANAD
password. Now create three folders at the root of the mailbox: HAM, SPAM, and
Watermark.

After the mailbox is created and the
should look similar to the following:

at GWAYA Home
-------- 1 Calendar
-------- =y | Mailbo
...... Ham

...... W akermnark
........ B Shared Spam
........ -E- Sent Ikems
........ [1] Cabinet
....... Contacts

FI R | Documents
........ [ Checklist

GWAVA4Configuration/Training Guide

TIP: Itis a good idea to
usethi s mail bo
and password for
GWAVAds SMTP

Make sure that the
folders are located in
the root of the
mailbox.

Assign yourself proxy
access to this mailbox
for easy access.
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PRETRAINING CONFIGURADN

Before the GWAVA4 probability e ngine is trained, it cannot be used. GWAVA will rely
on normal heuristic scanning until the system is trained . After install ing a scanner,
openthescanner,and go to the OHeuristicsd sect
configuration.

= ) METWAREGS (Netitiare)
+ ll.-] Server management
+ [ vizards
= l.-] Manage scanners
= L] LA (GAA)
+ [ Zeneral seftings
= L-] Scanning configuration
i Antivirus
= ] Artizpam
P =4 Heuristics
=4 SURBL

By default after an install, GWAVA willbe using basic heuristic scanning with a
threshold of 7.5. Heuristic scanning is exactly how GWAVA 3.6 worked. This method
will block a fair amount of spam with a low false positive percentage.

Enable antisparm scanner

Scan inbound messages [ scan outbound messages

Shiowe Spamn Scanner Settings

Antisparn configuration mode | automatic [

Autornatic sparn system is currently usi€@Fule surmmation scoring method

Quarantine message at this threshold
[ Delete message at this threshald 10

7.5

GWAVA4 will continu e to run in this mode until you have added at least 1000 ham
messages and 1000 spam messages to the email corpusThis page will also tell you
what mode it is using. The probability enginei sndt traonedeyéet ul
summati on scoistusedg met hod?®o

GWAVA4Configuration/Training Guide

This configuration will
not yield the best
results. This
configuration blocks
some spam with a low
false-positive rate. Use
this configuration until
you have completed
the training process.
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TRAINING

GWAVAA trains the new spam engine based on examples of ham and spam Ham and
spam example gathering will be demonstrated in the following sections. After the
samples are gathered, they will be classified through the mail sorter and then
submitted for training.

Conversation Tracking

The fastest and most effective way to gather samples of Ham is through Conversation
Tracking. Conversation Tracking allows GWAVAA4 to recognie repeated interactions
between internal users and their common contacts.

When an internal user sends an email to an external user a conversation is initiated
and repeated interactions between those two users are tracked. Before the
conversation between t hose users is considered trusted, there must be two outbound
messages sent by the internal user to the external user and two inbound messages
sent by the external user to the internal user .

Once a trusted conversation has been established, any future messages between
those users can be added to your ham corpus and GWAVA can bypass the Atispam
scan for that message.

These options can be set under the Non-Spam auto learn section. Click on
0Conversation Trackingdé to expan@onverbatono
Tracking Serviced checkbox to make Conv
Conversation tracking is active by default.

=1 2] linux-03in (Linux}
+ [1_] Server management
# [ Wizards
= ] Manage scanners
=[] WASP2 (WASP)
= ] Gwia Scanner (GWIA)
# ] General settings
= .1__'] Scanning cenfiguration

[[_.] Training sources for Ham

WaterMark quick-feeder

Learn by example

i Antivirus : ] i
= ] Antispam iConversation tracking —————
= Heuristics
=3 SURBL [ Enable conversation tracking service —
=3 REL

Automatic whitelisting for tracked conversations

=4 Spam auto-learn
Automatic training from tracked conversations

=’ ,,j HNon-spam auto-learn;

Ham/Spam Feeder Configuration

Before sorting ham and spam, GWAVA must be configured to pull mail from the
mailbox set up as the mail sorte r. Remember this mailbox will simply be a convenient
place to sort messages.

GWAVA4Configuration/Training Guide

Conversation Tracking
should be sufficient for
Ham feeding,
otherwise use the
Ham/Spam Feeder and
BCC Resubmission
methods.

[}
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= '-Lj METWAREGH (MetvWare)
+ u_] Server management
+ [ wizards
= -.1_] Manage scanners
= -.1_] AL, (Y
+ [ Genersl settings
= '-Lj Scanning configuration
i Artivirus
= f] Antispam
- "'i Heuristics
= SURBL

The feeder for GWAVA will automatically pull email fr om the ham and spam folders
of the mail sorter . To configure this, click @&nable Learning Feeder Services then
select 6Spandor 8Hamd under &Spam/Hamg enter the IP address of the post office
under &erverd under d_ogind enter the username of the mailbox, enter in  the
password, and under éMailbox( | M AeRtgr dhe folder nam e you created in your
mailbox for either spam or ham. Then click the green plus sign and save the changes.

[+] Enable leaming feeder services
Spam [ Ham  Feeder type  Server Login Password Malbox (MAP)  Flood protect
Mmoo W [HER W 10.1.1.55 WA e Ham B
Spam IMap 10,1.1.55 GWAVA s Spam fakne
Ham IMap 10.1.1.55 GWAVA [t Ham fake

Notice that the 6 IBod protect doption has been left blank . To control the amount of
ham or spam that is learned b y the probability engine, GWAVA 4 uses flood
protection. Leaving this option unchecked allows all messages that are manually
sorted to be accepted for training.

Mail Sorter

The mail sorter is the central hub of the training process. The majority of your time
will be spent going throu gh this mailbox.

Example messages can be sorted into the folders created. The messages will then be
pulled from those folders by GWAVA4 and used to train the spam engine.

If a message is spam, drop it into the spam directory. If a message is ham, drop it
into the ham directory. If a message should be watermarked, drop it into the
watermark folder.

As an example, some messages are in an example mailbox to illustrate how to use
the mail sorter. The mailbox contains three messages; each message must be
reviewed to see which folder they should be in.

GWAVA4Configuration/Training Guide

See the flood
protection section for
details.

Population of the mail

sorter will be discussed
in the ham feeding and
spam feeding sections.

Remember to follow
the ham/spam
guidelines.
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Frarm Subject

“Helene Duvall” <rgbxotr@bmsoluciones.com. This one was unusial on thursday

{ "Newegg.com” <promo@email.newegg.com> Newegg : 30 Promo Codes to Make

"Professor X" <teacher@university.edu Re: Job opening

Open the email from Helene.

From: "Helene Duvall” <rgbxotri@bmsoluciones, com, ar =
To: roberkqi@gwasa,com
BLC: GWava
Subject: This ane was unusial on thursday

PUT THIS OMNE OM YOUR HOT LIST.
You don't saw what was happen ?
Thursday wolume of ACEM has exceeded all records.

Pick, ACEM

High $1.035

Last sale an $0.75,
Yol 561,673

Az ywol can see, investars finally valued the product and starked ko invest,

Check vour Level 2 market data. You will see that this one is set for an explosion,
With the huge publicity that is on the way THIS is where wou want to be,
Company news will come soon,

Thursday marning it will skart ko increase again, because the company is koo Far Frarm Ehe real,

Right away it is obvious that this message is spam; promptly drop it into the spam
folder for GWAVA to retrieve.

Open the second email from NewEgg.com.

From: "Mewegg.com” <promo@email.neweqgg. com >
To: quy@giwaya.cam
BC: GWWAYA
Subject: Mewegg @ 30 Promo Codes to Make Your Shopping Cart Happy!

Meweqq :; 30+ Promo Codes bo Make Your Shopping Cart Happy!

- HP LaserJet 1020 Monochrome Printer For only $57.99%
- SAMSUNG 50" Plasma T4 wiBuilk-in HOTY Tuner For only 41699, 99
- AMD Athlon 64 %2 Windsor 2,4GHz Socket AMZ Processor For only $119%

* Price after all discounts, including rebates and promo codes,

Tao see our latest Full graphic newsletter with many more great deals
click. this link. {or copy and paste it inta your browser)
http:d femail newegq, com/a/tBECES4A 1 00 THEC LhfLASeIwiljinwegas

LiveChat:
httpeffemail. neweqq.comfa/tBGCES4A1 OOTEC 1ML ASeIwljinwegSa

Hours of Operation:
Maon - Fri: 6:00am - 12:30am PST

Meweqqg.com, 9997 E. Rose Hills Road, Whitkier, CA. 90601

GWAVA4Configuration/Training Guide
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This message is a newsletter from NewEgg.com. NewEgg is allowed in this mail
environment, so drop the message into the ham folder.

Open the third message from Professor X.

From: "Professor X" <teacher@university, edu>
To: Donovan kKing
BL: GWaAVA
Subject: Re: Job opening

Thanks far the infa.

our job announcement has been sent to Computing and Metworking
Sciences and Infarmation Systems/Information Technalogy majors, and
posted on our bulletin boards,

A
* To schedule an appoinkrent, please call (555) 555-5659 *

Professor &

Academic Advisar

Carmputing and Mebworking Sciences
and

Information Systems and Technology
(555) 555-7403

Fax: (555) 555-9559

== "Donovan King" <dk@owava.coms 109/2007 10:41 AM ===
Professaor ¥,

Please post this again For me on the job board,
Thanks,
Donovan

Techrical Suppaort Position
My Zompany is hiting, Please send vour resumes to my email address, Thank vou,

This message is also ham, but it happens to be a message that qualifies for a
watermark. Drop the message into the watermark folder.

Ham Feeding

This section will outline some of the best methods to use for getting examples of
ham into the mail sorter and how to configure GWAVA to train itself off of those
messages.

Resubmissions BCC Configuration

The easiest way to get ham samples is for released messages to get dropped into the
mail sorter. To do this open QMS (http://<ip _address>:49289, log in as
administrator.

t he
r el

t hen
t he

tab and
enter in

606Gl obal so
eased and

Navigate to
O0En@abBCC on

GWAVA4Configuration/Training Guide

e

You should haveplenty
of mail in this mailbox
to sort during the first
week or so. Astime
goes on the amount of
ham in there should be
minimal. Due to your
training, there will be
very little spam that
makes it through the
system without
blocking ham.

Check this mailbox
frequently for new
training sources, and
drop the messagesin
the appropriate folder.

The guidelines for
watermarks are
explained in the
watermarking section.

For this method to be

c most effective digests
mn should be enabled.
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Groups

N~ =

Lagir Deleticun Litarials Authentication Pruning
\/

Az each message is released (from the digest or from the OMS interface), you may BCC (biind carbon copy

Enable BCC on release

BCC e-mail addresses v av a@idornain, comm

A

All released messages from QMS will ©be
minutes, messages will show up in the mail sorter. Sort the messages by dropping
ham into the ham folder an d spam into the spam folder.

Ham Auto-Learning

I n t hepamBuod e ar nd , edan evierdsrcan be automatically added to
the ham corpus.

One possibility is to create a text filter that contains specific text from your company
signature. When creating this filter be sure NOT to associate any services (block,
guarantine, etc.) with the message, because we wantthe messageto be delivered.

Filter: show al [»] [Search | "?] é:l Bel 3@ QJ
+-++--- G AN A, COM---+++ 0 [m] [m] [m] (1] ]

The only reason to create the filter is so that it would
ham auto-learning.

show up in the event list for

To add the auto-learning event, o p e n
GWAVAMAN

t hspambabit@lne ar n &

= ] Antisparm

= Hewristics

=3 SURBL

=3 REL

= SpaEm suto-learn
=% 1 Hon-spam auto-learn

Open the O6Training sources for Halickdonthe |
folder for ©6Message btoe-GWAVACOmt-te+ 606 .a nWHilkerh
fires on a message, that message will be added to the ham corpus.

GWAVA4Configuration/Training Guide

secti oln

a

Not all released
messages are HAM.
Make sure you review
them in your mail
sorter, before you add
them to the HAM
corpus.

Most events should not
be added
automatically to the
ham corpus.

If you choose to do
this, make sure that
the word you use is not
part of your internet
domain and only
appears in ham
messages. Do not use
words that appear in
normal sentences.
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http://support.gwava.com/wiki/index.php/Text_filtering

-1_] Training sources for Harm
O antivirus
O Owversized message
[ Antisparn beuristics
O SUREL
O RBEL
] O Fingerprirting
] O Message subject+hody filter
g Essage body filker
) ++4---GWANW A, COM---+++

[

When someone responds toan email containing your company signature , that email
will be ad ded to the ham corpus.

Spam Feeding

This section will outline some of the best methods to use for getting examples of
spam into the mail sorter and how to configure GWAVA to train itself off of those
messages.

Spam Auto-Learning

To automatical ly add events to the spam corpusgoto t he 6 S-pamratt g
= ) Antispam
= Heuriztics
= SURBL
= REL
== =4 Spam auto-learn
= MOn-zpam auto-learm
After opening up the &6Training sources

could fire for a message is displayed. From here choose events that will fire on spam.
When a message comes ito the system and the selected event fires, it will
automatically be added to the spam corpus.

I Training sources for Sparn
O &ntivirus
O Cversized message
O antisparn heuristics

) O Fingerprinting

) O Message subject+hody fiter
) O Message body fiter

) O Message subject fiter

) O Rraw message fiter

) O Message header filter

) O attachment name

) O Source address

] [ Destination address

) O1IP address

All SURBL messages will get added to the spam corpus automatically in this example.

Honey Pot Setup/Feeding

Spammers begin their spam attack by obtaining a lis t of mailboxes that exist in your
email system. They obtain a list of mailboxes by using a dictionary attack or even by

GWAVA4Configuration/Training Guide

f

You could create some
text filters on
disallowed words that
could be automatically
fed.

Be sure the event fires
on spam 100% of the
time.

Check SURBL. SURBL
will almost always be
spam.

Do NOT check RBL,
because it is too
susceptible to false
positives.

Honey pot email
accounts should never
receive legitimate
email.
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guessing common mailbox names. Spammers will then use this list to send spam to
your email system via a script of some sort. Honey pot e mail accounts are email
accounts that are set up to collect these unsolicited messages from spammers.

Spam caught in honey pots is an excellent training source for GWAVA4. GWAVA 4 can
automatically add messages sent to honey pots to the spam corpus. This section will
outline how to configure GWAVA to utilize honey pots.

First, create five or six honey pots. Create accounts like marketing@domain.com,
info@domain.com, sales@domain.com accounting@domain.com, hr@domain.com,
postmaster@domain.com, webmaster@domain.com, and shipping@domain.cont just
to name a few possibilities. These accounts should be tempting targets. Spammers
will discover these accounts exist and will start sending s pam to them.

Second, create destination address blocks for each account. Go to the destination
address block section inside the web configuration utility.

= | Scanning configuration

e Artivirus

] Artispam

# [ Text fittering

# (] MIME fitering
fm) Owersize
i3] Fingerprinting
2l Attachment types
i, Source address

<& Destination address
B P address

Add each honey pot account to the list, and check the block service for each
account.

Enable destination address event
Displaying page |1 of1 i€ € 2 M £ Services >

ok reww address: =] (u} @ (m} 0 O d8
Filter: show a1 ~ ] “:‘3 £J |2 ﬁ:@ @l
hipping@idomain.com =) (] O a (] a %

ebrmaster@idomain,com ) o O a (] @ 2
accounting@idomain, com 5] (1] O (| O (| &
Ales@idomain.com 5] (1] O (| O (| &
info@idomain, com %) () a (| O (| &
marketing@idomain.com %) ) (] a 0 a &

Lasty, open t he ©6ISpaarrmn @ udseocti on from the O6H
the destination address events to automatically be added to the SPAM corpus.

GWAVA4Configuration/Training Guide

1]

Before creating these
accounts, make sure
they do not exist and
will never exist.

These addresses could
be set up as GroupWise
resources instead of
normal GroupWise
users.
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mailto:marketing@domain.com
mailto:info@domain.com
mailto:sales@domain.com
mailto:accounting@domain.com
mailto:hr@domain.com
mailto:postmaster@domain.com
mailto:webmaster@domain.com
mailto:shipping@domain.com

-1_.] Training sources for Spam
O Antivirus
O Owersized message
[0 Antisparn heuristics
[ SURBL
CJRBL
] O Fingerprinting
] O Message subject+hody fitter
] O Message bady filter
] O Message subject filter
] O Raw message fiter
] O Message header filter
] O attachment name
] O Sour
g stination address
) accounting@idomain, com
[ info@idomain.com
B rmarketing@@idonnain.corm
[ salest@idornain, corm
# shipping@idormain.corn
) webrnasteriidornain. com

(]

Now messages that are sent to the honey pots will automatically be added to the
spam corpus

Shared Spam Folder

Spam messages that get past GWAVA to user mailboxes are also a good training
source.

Create a shared spam folder and send invitations to trusted co -workers.

1o} EWAYA Home
........ ] calendar
........ = Mailbios:
........ HamM

------- & Contacts
Fa— | Documents
-------- [ Checklist

........ B Trash

-------- + Work In Progress

Instruct users with access to the shared folder to drop any spam messages that got
through to their mailbox into this folder.

After users drag messages to the shared folder, verify all of the messages are spam in
your mail sorter, and drop them into the spam folder for training.

GWAVA4Configuration/Training Guide

Only check the
destination address
blocks created for the
honey pots.

Honey pots are highly
recommended so that
any future types of
spam can be learned
and blocked in a timely
manner.

For details on how to
set up a shared folder
refer to your mail
systemds
documentation.

Use this method with
trusted users . Dond
give access to the

shared folder to the

entire company.

Make sure your malil
sorter has access to
the shared spam
folder.
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Flood Protection

Flood protection limits the am ount of mail that can be au tomatically learned by
probability engine. F lood protection creates a quota of mail that needs to be added
to the ham/spam corpus. About 2 messages ofham and 2 messages ofspam are
expected each minute. If you have 100 spam messages added in one minute from
SURBL hits, it would only train off of 2 of them per minute and discard the rest. The
same would be true of email that is added from the ham auto-feeders. However, if
for 5 minu tes no mail was transferred, the quota would then be 12 messages for the
next minute, and it could take up to that many messages.

The spam/ham auto-learning functions activate flood protection automatically. For
mail feeders, you control whether flood protection is en abled. The administrat or will
not want to have flo od protection enabled for your m ail feeders. All mail sorted
using the mail sorter should be added to the corpus.

Manually Train Engine

Some administrators may already have collected a spam/ham corpus and want to
import the corpus manually into the GWAVA system. Please go through your
spam/ham corpus and fix any obvious classification errors before doing this .

Flood protection must be disabled for this training method to work properly. To
disable fl ood protection go to the O6Antispal

- L-] METWAREGS (Metare)
+ [l.-] Server management
+ [ Wizards
= l.-] Manage scanners
= L-] GLE (GA)
+ [ General settings
= L-] Scanning configuration

i Antivirus
= ] Artizpam
————9 =4 Heuristics
=4 SURBL
Click 6Show Spam Scanner Settingsd. Thehn
Hide Spam Scanner Settings
Score method | Probability with score averride w Click here ta force rules to reload

. ere-—te lockel reload configuration
Override valug 10 Click here to disable flood protect

The configuration changes need to be | opa
autoblocker to reload gesiofakegfitectat i ond f or
Hide Spam Scanner Settings
Score method | Probability with score override v e tiles to reload

ere to force autoblocker to reload configurato a
Override valug |10 Fheretodianie-fioodprotect
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To import the files, drop the MIME files into the <GWAVA Install
Folder>/services/autoblocker/transfer/<interface_ID>/[Ham or Spam] folder.
GWAVA will automatically use these files to train itself.

After dropping in the messages,turn f |l ood protection back

flood protectdéd. Then reload the Autobl
autoblocker to reload configurationo.

(o]

Training is a continual
process. Continue
using the methods
discussed to
continually train the
GWAVA 4 spam engine.
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POSTFTRAINING CONKBURATION

After you have given the system 1,000 ham examples and 1,000 spam examples the
configuration will switch to the probability with score override.

Go to the heuristics section of the scanner configuration.

= ) Artizpam

—3 =4 Heuristics

= SLRBL

=4 FEL

= SRAM auto-learn

= Mon-zpam auto-learn

Probability with score override will begi n to use the training you have given the
system to block more spam.

Now GWAVA usedoth the old heuristics engine and the new probability engine. If

the new probability engine is 97% sure the message is SPAM it will block the message
and quarantine it, and if the old engine gives the message a score of 7.5 or above,
the message will also be blocked or quarantined.

Enable antispam scanner
Scan inbound messages [ scan outhound messages

Shiow Spam Scanner Settings

antispam configuration mode | automatic [+

Autamatic spam system is currently usind@ord probability with rule summation override scoring method
97,0000 %o

Quarantine message at this threshold
[0 Delete message at this threshold 99,9 %o

COwerriding score threshold 7.5

This is just an interim step in the automatic configuration; once you have given the
system 5,000 ham samples and 10,000 spam samples theautomatic configuration will
automatically switch to probability only scanning.

The final step in the automatic configu

Enable antispar scanner

Scan inbound messages [ Scan outhound messages
Show Sparn Scanner Settings

Antisparn configuration mode | Automatic [

Quarantine rmessage at this threshold 97,0000

[ Celete message at this threshold 07,0000

GWAVA should now be getting great results, and as time goes on GWAVA will get
better and bette r.

Continue training the
system to get to the
final scanning mode.

More information
about the heuristic
engine and
configuration modes
can be found in the
appendices.
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APPENDIX A: SCANNINGIODES

This section outlines some of the major con figuration modes that can be used in
GWAVA 4,

Automatic Configuration Mode

By default, GWAVA
which uses the heuristic spam engine.

starts spam scanning

= ) Artizpam
=4 Heuristics
= SIUREL
= FEL
= SPEMm aLto-learn
= Mon-zpam auto-learn

The scores cannot be set while in this mode. GWAVA uses ahardcoded score of 7.5,
which should block a reasonable amount of spam without having any false positives.
The results at this stage will not be the best, but only serve as an interim until the
administrator can switch over to the newer spam engine.

Enable antispam scanner

Scan inbound messages [1 Scan outbound messages
Shiowe Spam Scanner Settings

Antispam configuration mode | Automatic [

Autornatic sparm syster is currently Lsing rule surmmation scoring method
Quarantinge message at this threshold 7.5
[ Delete message at this threshold 10

GWAVA will use the heuristic scanning engine until you have fed GWAVA 1000
examples of ham and 1000 examples of spam. Once you have the appropriate set of
ham and spam, the anti -spam engine will automatically switch over to the new
engine, which is based on probability.

How GWAVA calculates the probability is somewhat complicated, but essentially
GWAVA looks at the word content of the message and gives you a spam percentage
based on what it has learned from your examples of ham and spam. After GWAVA
switches over you will see a screen that resembles the following.

Enable antispam scanner

Scan inbound rmessages [] Scan outbound messages
Shiow Sparn Scanner Settings

Antispam configuration mode | automatic |

Autornatic sparn system is currently using word probability scoring rethiod
Quarantine message at this threshold
] Delete message at this threshold

o7.0000
o7.0000

GWAVA4Configuration/Training Guide

See heuristic scanning
for more information.

See the training
section for more
information on
gathering ham and
spam.

See probability
scanning for more
information.
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Notice that the spam percentage is given instead of an arbitrary spam score. This
means that the probability engine blocks and quarantines the message if it is 97%
sure the message is spam.

The thresholds are not editable unless you switch to a different configuration mode.

Simple Configuration Mode

Simple configuration mode is easy to use and resembles how GWAVA 3.6 worked,
except that you can choose which engine(s) to use.

Heuristic Scannin g
Heuristic scanning is similar to the spam scanning that was done in GWAVA 3.6.

With heuristic scanning, a series of pre -compiled rules (mostly regular expressions)
are executed against the content of the messages and their headers. Each rule is
assigned a score value, and the total score is the summation of the scores of the
rules that fired.

A starting PCRfile is provided with your GWAVA installation. Your old GWAVA 3.6

rule file may be used if you have made several rules or have done extensive
optimization. If y ou would like to import your PCR file from GWAVA 3.6 you can copy
your old PCRfile from your NetWare server
<groupwise_domain>\gwaval\config\spamcfg\compiled.pcr to

<GWAVAA4 Install_Foldertservices/asengine/config s/<interface ID>/ on your
GWAV/A4 server.

To use heuristic scanning you must browse to the Heuristics page inside GWAVAMAN.
Set the GAntispam configuration mode 6to &impled Then click on &how spam
scanner settingsdand make sure that é6Scoredis selected for the Score Method.

Hide Spamn Scanner Settings
Click here to force rules to reload
Score method | s
core hd Click here to force autoblocker to reload configuration
Antisparn configuration mode | Simple w
Quarantineg message at this threshold 5
Delete message at this threshold 10

Quarantine at this threshold - all messages exceeding this score (but below the
Delete message at this threshold score) will be blocked and quarantined.

Delete message at this threshold - all messages exceeding this score will be blocked
and will NOT be put in the quarantine.

Probability Scanning

This is the new spam engine that will be used by GWAVA once you have provided See the training
1000 samples of ham and 1000 samples of spam to the anti-spam engine. DO NOTuse _SeCtion fOf more
probability mode until you have a corpus of 1000 ham and 1000 spam, because information on

gathering ham and
spam.

nothing will be blocked.
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Probability scanning returns a spam probability (from 0% to 100%), rather than a
score. The percentage returned reflects closely the ham and spam that you have
used to train the engine.

To use probability scanning, browse to the Heuristics page inside GWAVAMAN. Set the
GAntispam configuration mode 6to &Simpled Then click on éShow spam scanner
settingsdand make sure that Probability is selected for the &core Methodi

Enable antispamn scanner

Scan inbound messages [ Scan outhound messages
Hide Sparm Scanner Settings

Click here to force rules to reload

Score method
i Click here to force autoblocker to reload configuration

Antisparn configuration mode | simple w
Quarantine message at this threshold 07,0000 %o
Delete message at this threshold 99,9000 %%

Quarantine at this threshold - 97%is your default threshold. The anti-spam engine
blocks and quarantines messages when itis 97% sure the message is spam

Delete message at this threshold - 99.9%is your default threshold. T he anti-spam
engine blocks messages when it is99.9% sure that the message is spam. The message
will not be quarantined.

Probability /Score with Override

6Probability with score overrided and 6
similar to each other. They use both engines to determine if the message should be
blocked. The method listed first will be your main engine and will be used for all of

your normal thresholds. The second engine listed is your secondary engine.

The override value is the maximum allowed value of the secondary engine.

Enable antispam scanner

Scan inbound messages Scan outbound messages

Hide Spam Scanner Settings

Score method | Probability with score averride v Click here to force rules to reload
_ Click here to force autoblocker to reload configurat)
Overtide value |10 Click here to disable flood protect

Antispamn configuration mode | automatic [

Automatic spam system is currently using word probability scoring method
Quarantine message at this threshold o7 %o
[ Delete message at this threshald 09,9 %

In this example the main engine is the probability engine and the secondary engine is
the heuristics (score) engine.

If the probability engine is 97% positive the message is SPAM the message will be
blocked, and if the secondary heuristic engine returns a score greater than 10, the
message will be blocked.

GWAVA4Configuration/Training Guide

These thresholds can
be lowered. The
amount of spam caught
will increase but false
positives will also
increase.

The reverse would be
true for Score with
probability override.
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APPENDIX B: ADVANCEDONFIGURATION

The advanced configuration mode allows you to have multiple thresholds and
provides options to rewrite the subject or add headers for additional filtering with
the mail client.

To use the advanced configuration mode you must browse to the Heuristics page
inside GWAVAMAN.

= ] Antizpam
= Heuristics
= SLRBL
= FEL
waf SPAM auto-learn
= MON-zpam auto-learn

Set the 6Antispam conf i guGWAVA poovidesrtiorasieollsas p
either a scores or a probability percentage, depending thes el ect ed 6 Scaqgrt

Click here to force rules to reload

Score method | Probakilt
ranasity hd Click here to force autoblocker to reload configuration

Antisparn configuration mode

[] Enable spam score threshald 1
Threshold 1 score (sparn scoting up to, but not induding this value) a o6

[] Enable spam score threshold 2
Threshold 2 score (from threshold 1 up to, but not including this value) (] %

[0 Enable sparm score threshold 3
Threshold 2 score (from threshold 2 up to, but not including this value) o7.0000 %

Erable spam score threshold 4
Threshold 4 score (from threshold 3 up to, but not induding this value) 99,9000 %

apply services on this event = @9 q:d (m} a%; 0O g« 0 (g 83

[0 Flag the message as "Junk’ for dient handing
[0 Enable subject rewrite
Rewtite subject as |

Enable spam score threshold 5
Threshold 5 score (irmplicithy anything equal or greater than threshald <)
Apply services on this event _!J =5 “‘:‘,J (] ﬁ 0O g« 0O @ O

[1 Flag the message as "Junk’ for client handing
[0 Enable subject rewrite
Rewtite subject as |

Configuring Thresholds

The advantage of having multiple thresholds is the administrator can set up different
services to be activated at different score thresholds in a more granular fashion than
permitted by the simple configuration mode.
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GWAVA has the capability of configuring up to five threshold levels.
One possible configuration that uses multiple thresholds is:

e Messages below a spam probability of 95% will pass through GWAVA
unaltered.

e Messages returning a spam probability of 95%97% will be quarantined for
review purposes. These messagesare probably spam, but the administrator is
being conservative regarding false positives. The original message will be
delivered to the user.

e Messages returning a 97%99.9% probability will be both blocked and
qguarantined. These messages are almost certainly spam.

e Messages exceeding a 99.9% probability will be blocked, but not quarantined.

Note: Spam threshold
2 has a percentage of
95 even though that

Here is how this scenario could be configured:

[] Enable spam score threshold 1

Threshold 1 score {spam scoring up to, but not incuding this walue) (] % thres h O | d bs
enabled. Thisis
[] Enable spam score threshold 2 necessary to define a
Threshold 2 score (from threshold 1 up to, but not including this value) a5 % lower limit for spam

Enable spam score threshold 3 threshold 3. Spam

Threshold 3 score (from threshold 2 up to, but not including this value) Q7 .0000 %Y threshold 3 now refers
; . m ween
Apply services on this event I m] Q-J a ;‘4: B Byl [m} 3& (=] to essages betwee
= o = o 95 and 97 percent.
[0 Flag the message as Junk' for cient handing
[0 Enable subject rewrite

Renwrite subject as i |

Enabile spam score threshold 4

Threshold 4 scare (from threshold 2 up to, but not including this value) 99,9000 %Y
Apply services on this event _!J B9 %J a ;‘%; B Bl O E}J 29
[] Flag the message as 'Junk’ for client handling TIP: In QMS the

[ Enable subject rewrite o N
administrator will want

Rewrite subject as Y| =4
to configure the digest
Enable spam scare threshold 5 services to include
Threshold 5 score (implicithy anything equal or greater than threshold 4) spam threshold 4 but
Lpply services on this event _!J B3 %J (] ‘%: 0 ge O ;JJ m] not spam threshold 3
[] Flag the message as 'Junk’ for client handing for this configuration.

[ Enable subject rewrite
Renwtite subject as ||

Rewriting the Spam Message Subject

GWAVA may be configuredto rewrite the subject of an email, depending on the
threshold. A common reason to do so is to allow users to create client based rules to
treat the messages differently depending on the threshold ("Probably spam" versus
"Definitely Spam"). In organizatio ns where individual message filtering is emphasized,
it might be appropriate to use this service.

For example, in addition to wanting to place messages with spam probabilities of 95 -
97% in the quarantine, it might be useful to put the spam percentage in the subject.
Check Enable subject rewrite for spam threshold 3 and type in the desired message
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to in clude in the subject. The two icons on the right insert variables. The “button
will insert a variable that will include the original subject. The =4 button will insert
a variable that will include the email spam score into the subject line. For example
we will use 0%%subject (%%spamscoi&)which will return the original subject and
then the spam percentage afterwards in parenthesis.

Enable sparn score threshold 3
Threshold 3 scare (from threshold 2 up to, but not including this value) 97.0000 Yo

! ; 3 = y 21|
Apply services on this event __J (] 3 [} u%: [} .5:.‘:9 (] yj =]
[] Flag the message as "Junk’ for clent handing
Enable subject rewtrite

Rewtite subject as Yo%subiect (Yedhspamscore) % =4

Junk Mail Handling
GWAVA can addX-Spam Status: Yes) or 0X-SpamStatus: Noo to the MIMEheader of
email messages The email client can then filter on this header field.

Novell GroupWise systems can use this effectively. If the /xspam switch is added to
the gwia.cfg and the GWIA is restarted, all messages with 0X-Spam-Status: Yesd in
the MIMEheader will automatically be sent to the GroupWise junk mail folder.

Simply check &lag the message as 'Junk’ for client handling8to activate this option.

Keeping with example from above, we will change 'spam threshold 4' to add the X -
SpamStatus header. This way any message that GWAVAthinks are spam will end up
in the client junk mail folder. The block and quarantine services will be turned off.

Enable spam score threshold 4
Threshold 4 score (from threshold 2 up to, but not including this value) 09,9000 %

2pply services an this event _'J o C;:i (] 5 0O g« 0 B_I a

¥l Flag the message as 'Junk' for client handling

[] Enable subject rewrite

Rewrite subject as B |
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Message Services
A brief explanation of what each service does is given here.

J
= Block - Do not allow this message to be delivered to the user.

:iﬂfNotify Administrator - Send an email to the administrator about the message.
The specific contents of the e -mail are based upon a template configured in
d&Configuring Notification Options &

“4Notify Originator - Send an email to the sender of the message. The specific
contents of the e -mail are based upon a template configured in 8Configuring
Notification Options &

&==INotify Recipient - Send an email to recipient of the message. (Often this only
makes sense in conjunction with a Block). The specific contents of the e -mail are
based upon a template configured in &Configuring Notification Options &

e

-J‘-;JQuarantine - Store the message in the GWAVA Quarantine Management System
(QMS. Users with accounts in QMS will be able to access these messages, and
possibly release or forward them, depending on their configu red rights. These
messagesalso can optionally be included in a HTML digest, if the QMS administrator
has turned this function on ( Digest Services.
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APPENDIX C: SURBL/RBL

SURBL

SURBL is a powerful antispam technique -- one of the most effective available today.
When SURBL is enabled, GWAVA checks thblacklist server (s) to see if the message
received contains URLsor links that reference a domain of known spammers.

= | Antispam
=4 Heuristics
= SLRBL
= FEL
waf SPAM auto-learn
= Mon-zpam auto-lesrn

CheckEnable SURBLeveri and sel ect t h&oaddas additeomal s e
SURBL server, enter the server hostname in the field provided and click 6 ddS e r v ¢

Default SURBL severs installed by the "Stop Spam" wizard are:

e multi.surbl.org
e Dblack.uribl.com

Enable SUREL event

Activate the following services when a SURBL event is detected
u!J ®  Block the message
:a:; 0 MNotify the sender
g O Motify the recipient(s)
B 0 Motify the administrator

;}J B Quarantine the message

multi.surbl.org
black. uribl.com

Remove Server

SURBL Servers

Add Server

GWAVA4Configuration/Training Guide

In the screenshot the
block service and
quarantine service are
enabled.
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RBL

RBL is a common antispam technique. With RBL, GWAVA checks theblacklist server(s)
to see if the message received is from an IP Address of known spammers. Browse to the
RBL section of the O6Antispamd configuratijon folder

= ] Artispam
=4 Heuristics
= SURBL
=4 RBL
= SPEM auto-lesen
=4 Mon-spam auto-learn

Check Enable RBL event and select the services you wish to associate with the RBL
event. To add an additional RBL server, enter the server hostname in the field provided
and click 6 4d Serv er ©

Default RBL servers installed by the "Stop Spam" wizard are:

e  sbl-xbl.spamhaus.org
e bl.spamcop.net

<3 RBL Hiw Q@

Enable RBL event

[ Limit received header lines scanned
First received header line to scan 1
Last received header line to scan 16

Activate the following services when a RBL event is detected
_,!J @ Block the message
‘?} O nNotify the sender
g O Notify the recipient(s)
E=l O Notify the administratar
\:dj [ Quarantine the message

sblxbl.spamhaus.org 4
bl.spamcop.net

Remove Server

RBL Servers
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APPENDIXD: ADVANCED HAM TRAING

Watermark Feeder Configuration

GWAVAneeds to be configured so it will automaticall y pull messages from the watermark

folder of the mail sorter . Go t o t-Bpamauthhb@ar nd secti on und
configuration.
= ] Antizpam
= Heuriztics
=4 SURBL
=3 REL

= Spam auto-learn
=4 Hon-spam auto-learn

Click Watermark Quick-Fe eder 6 an d dd a&newtrainingisourke &d-ifl out the
information that connect sto the mail sorter and the watermark folder. Check &6 Cr
Ex cept i on swll make surethat anatermarked messages never get blocked again
by the spam engine.

waterMark feeder settings

Host type IMAR | W
Host address 10.1.1.55
Login narme G AN A
Password Hotkakk
IMAP folder Watermark

Create exceptions (v}

GWAVA will now check every 10 minutes for messages to retrieve from the Watermark
folder.

Watermarking

A watermark is a special type of ham message identified by the administrator. A message
that is watermarked will be added into the ham corpus, and any future messages from

that person will be added to the ham corpus automatically. If the exception option is
enabled for the watermarks, future message will not be scanned for spam con tent. Here
are some basic guidelines for a ham message that should be watermarked.

e The message should be one on one communication (no massmailings)
e Be certain the sender will never send spam

Mail Sorter Watermarking
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Watermarking can
create excessive
system overhead and
impact performance.
Be sure you understand
watermar king before
you begin.

The best performing
method of training the
Ham corpus is
Conversation Tracking.
See that sections for
details.

Dondt
message fas been
water mar ked
add any messages to
the ham corpus in the
future that have
spoofed senders.
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As messages show up in the mail sorter, be on the lookout for messages that can be
watermarked. With enough watermarks GWAVA can learn ham automatically and
released messages will show up less and less in the mail sorter.

Manual Watermarking
To manually create wat er-spanraktel, e dr m@vsee d toi
GWAVAMAN.

=1 | Artizpam
= Heuristics
= SURBL
= REL
= SpEm sUto-learn
=4 Hon-spam auto-learn

Now click on the 6Learn by Exampled |ink.

u.]Training sources for Harm

WateriMark quick-feeder

............................................

To get started, click 6add a new trainin

Learn by exarmple
Click here to add a new training example message

Current training sources

Mo training sources currently defined

From this screen you can upload a MIME file that has been previously saved or paste the
contents of a MIME file.

Once a file has been uploaded, make sure that these messages are never blocked by the
anti.-spam system by checking 6Exclude this
for the watermark. Then click the 6Submi
example, click the link to go through the process again.

Added examples can be reviewed by going back to the initial watermark page and
reviewing the list of watermarks.
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If the message came
from Yahoo, Gmail,
AOL, MSN, or Hotmail,
you may have to add
messages from that
sender as a watermark
several times.

(b 1

example messadg

ender from
Wat er mar ko

Page | 32

span
but



u_JTraining sources for Ham

Click here to add a new training example message
Current training sources

Exception  Training Source

Messages from goodaccounti@gwava,com
Messages from partner@novel.com
Messages from associate@gwava.com
Messages from myfriend@grail.com
Messages from trustedsourced@mysgl.com

K EEEE

Delete accidental entries by clicking the ' 3
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For messages in your
mailbox, view the
source of messages in
your mailbox and copy
and pagte the source
MIME information to
use for a watermark.

Watermarks made with
the quick -feeder will
also show up in this
list.

If any messages in this
list have a corrupted
sender, delete them.
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